
Computer Forensics
Presented by

 Pamela Quintero

Computer Forensics Inc.™

1749 Dexter Avenue North

Seattle, WA  98109

206-324-6232

pquintero@forensics.com

As a Computer Forensics Specialist at Computer Forensics, Inc.™, Pamela Quintero performs forensics procedures on a wide array of mass storage devices.  Ms. Quintero has received training in forensics techniques from Guidance Software.  Additionally, as the lab coordinator, she conducts a variety of analyses to evaluate hardware and software for use in the lab, overseeing scheduling, and maintaining the equipment in a “ready to go” condition.  

© 2003 Computer Forensics Inc.™

The Expert’s Role in Computer-Based Discovery

Joan E. Feldman, President

Computer Forensics Inc.™

Attorneys and judges can face extreme challenges to their technical knowledge when it comes to computer-based discovery.  Locating, reviewing, and managing computer-based files requires an understanding of technology that often goes beyond that of the most experienced power user.  In recent years, attorneys and the courts have turned to computer forensics experts for help in cutting through the technical issues that often cloud discovery objectives.

The computer forensics expert may fill one of two roles.  The computer forensics expert may serve in the traditional role of the expert – helping to educate the court and all parties in their search for facts.  In such cases, the expert may review the computer evidence directly and prepare forensic reports and affidavits, or oversee the work of the other party’s expert witnesses.  In a secondary role, the expert may act as more of a “vendor” of services.  For example, the expert may not prepare an expert report of findings, but may instead provide a range of services such as consulting or project management tasks.

Because computer-based discovery is still relatively new, the type of services provided by forensics experts in a “vendor” role is often misunderstood.  The following list of activities and services explains some of the common tasks handled by forensic experts.  The choice of the appropriate computer forensics expert is also driven by counsels’ objectives.  For many of the tasks listed below, consulting and project management skills are as important as technical expertise.

Identification of Data Types for Review

In a consulting role, the expert can work to ensure that the attorney understands the various types of data available for review.  The main categories of data: active, residual, and backup will determine how the data is collected and reviewed.  Various data types are described below:

Active data
In addition to program and operating system files, the two categories of active data most commonly reviewed are:

1. User created data, readily available and accessible to users.  User created data includes email messages, word-processing documents, spreadsheets, databases, electronic calendars, etc.  Active email messages can be read simply by opening a mailbox.

2. System generated copies of user data, not easily found or accessed by an average user.  Such data includes copies of files created for the user by the application software or operating system.  Common examples include temporary files created by Windows and stored in the “Temp” directory, and “near-copies” of files such as saved revised documents.  Email client software e.g., Exchange Outlook, can automatically create entire archives of data.  See, for example, Microsoft Outlook’s description of its archive function:

“During installation, several folders are set up with “AutoArchive” turned on.  These folders and their default aging periods are Calendar (6 months), Tasks (6 months), Journal (6 months), Sent Items (2 months), and Deleted Items (2 months).”

Residual data


Includes “deleted” files that may still exist on a drive surface.  When a file is deleted, the data in that file is not erased.  Rather, the computer marks the file space as “free” and the file remains retrievable.  Data in a deleted file is not erased until it is overwritten with data from a newly saved file or until it is “wiped” by specialized programs.  Residual data can also include portions of files distributed on the drive surface or embedded within other files.  These files are commonly referred to as “file fragments” and “unallocated” data.

Backup data


Information copied to portable media (usually tape) to provide users with access to their data in the event of a system failure.  Networked systems are normally backed up on a routine schedule. Typical network backups capture only the data that are saved to the centralized storage systems (e.g., the file server) and do not capture data stored on individual users’ hard drives.  PC users tend to selectively back up data onto floppy diskettes, tape, or removable hard drives.

Locating Responsive Data


In traditional discovery efforts, responsive documents can be found in locations throughout the business enterprise in many formats (file cabinets, desk drawers, file repositories, microfilm/microfiche collections, etc.).  Identifying and locating responsive computer-based documents requires that parties understand where to look 

within the computing environment.  The expert, in a consulting role, will help direct the parties in their review by first establishing what they are looking for (data types), then directing the parties to the appropriate data type location.  Standard data locations include, but are not limited to, individual drives, shared drives, and backup tapes. 

Individual Drives

Users may save their data on the drive of their desktop PC workstation or notebook computer.  Floppy disk drives, Zip drives, or other drives may also be available and data can be copied to floppy diskettes, Zip cartridges, or tapes at the desktop.


Note:  Users generally store their files to the shared drive if they are on a networked system.  Users can of course store files in more than one location, i.e., on their hard drive as well as on the server.  Drives normally contain active, archival, and residual data.

Shared Drives

Shared drives, also referred to as network drives, file servers, etc., act as centralized data repositories for user data.  A shared drive can be thought of as an electronic file room, with files indexed to facilitate access by individuals and groups.  In most business environments, users save their work product (data) to a shared drive.  Data created and saved may include:

· electronic mail

· word-processing documents

· databases

· general ledger and accounting documents

Shared drives are usually managed centrally by an information services department.


Note: Shared drives usually contain active data only.  If residual data exists on shared drives, the volume is minimal.

Backup Tapes 

Backup tapes contain copies of data stored on shared drives.  Backup tapes rarely contain copies of data stored on individual drives.


Note: Backup tapes are often re-used or recycled.  Recycling a backup tape is usually done on a rotation schedule.  When a tape is re-used or recycled, data on the tape is overwritten by new data, effectively destroying the old data on the tape.

Capturing Data in an Ex Parte Seizure


On occasion, computer forensics experts must go onsite to acquire evidence from network servers and/or hard drives without notice. 

The forensic examiner’s first task is to attempt to determine what types of computer systems are in use.  For example, knowing the operating system(s) and tape drive(s) in use allows the examiner to bring appropriate software and hardware.  As system details are rarely available, and the forensic expert often must rely upon informal or anecdotal information to prepare for the onsite data capture.  This means that the expert must use a “kitchen sink” approach to packing appropriate materials, ensuring that a range of tape drives, controllers, software drivers, and media are included.

Another logistical concern is to ensure a law enforcement presence.  Although many forensic examiners are former state or federal law enforcement agents, many are unwilling to go into a hostile environment without protection. U.S. Marshals commonly accompany attorneys and forensic specialists for ex parte seizures, and they usually remain during the entire evidence gathering process.  

Once onsite, the forensic examiner may enlist the system administrator to provide technical information regarding file servers and workstations.  Administrative cooperation is often won by virtue of necessity.  It is the rare system administrator that wants to see outsiders opening drives and/or attaching peripheral devices to their computer system.  In most cases, the system administrator can help guide the process without endangering the chain of custody.  Their cooperation will greatly speed up the work.   It is here where an experienced forensic specialist can provide an advantage.  A bullying or “police wannabe” stance adopted can easily double or triple the time and costs involved.

A full system backup is usually all that is required to capture all responsive data on the server(s).  File servers manage and store deleted files and file fragments differently than individual hard drives, the necessity for creating a sector-by-sector copy (evidentiary image copy) of the drive surface is rarely required.  The forensic specialist should observe the initiation of the backup process and should verify the 

completeness and integrity of the backup.  A full system backup can take 8 to 16 hours to complete.  Once complete, the backup tape(s) should be write-protected and collected along with any other existing backup tapes that may contain responsive data.

Individual workstation computers (PC’s) require a different type of capture.  Evidentiary image captures differ from server backups using commercially available software.  An evidentiary image backup copies and preserves all of the data on a hard disk, including inactive or “deleted” files.

The mechanics of the evidentiary backup are relatively simple.  A cable is attached to the printer port or SCSI controller of the source computer.  The opposite end of the cable is connected to a target drive (hard drive, JAZ, or tape drive).  The source computer is “booted” up from the floppy drive, and the image capture software is also run from the floppy drive.  No software is loaded onto the source computer at any time.

The majority of computer forensics specialists use software designed specifically to meet the highest level of evidentiary standards.  Integrity of the image backup is rigidly enforced by means of cyclical redundancy checksums distributed throughout the backup process. An audit file is created during each image capture, documenting all events within the backup and restoration process.  An average image backup takes between 1 to 12 hours, depending upon the size and speed of the source hard drive, choice of printer port or SCSI controller, and the type of target media used.

Once completed, the target drive is disconnected from the source computer and removed for further review.

Reviewing Data


The expert’s review of computer-based data may include a number of processes, such as the forensic capture and restoration of data; parsing out privileged data; re-creating database environments; re-creating electronic mail system environments; text-searching; and sorting data for review


Each review process is dependent upon the type of data to review, the location of the data, and the requirements of the parties.  Hard drives, shared drives, and backup tapes all require particular processes, hardware, and software for review.

Data on Hard Drives
Hard drive review usually requires examining an evidentiary image copy of the drive, versus a direct examination of an in-use computer.  Forensic experts use specialized software to create image copies.  The image copy is then restored to a drive in a computer forensics lab for review.


In the lab, the expert can sort and analyze active, archival, and residual data in a number of different ways.  The expert can use text-searching software to identify and sort selected words and phrases.  A chronological sorting of files can be done in a matter of seconds.  In cases where electronic mail is located on the hard drive (usually limited to the user’s personal store file and/or archive), the electronic mail can be viewed in its native format or exported to text for review.


Experts review drives for content, but they also review drives to document user activity, looking for indications of file tampering, destruction, and patterns of use.

Data on Shared Drives

Shared drive review normally calls for the examination of a “snapshot backup,” a backup session created specifically for the case.  Snapshot backups are captured on drive or tape, and are processed in the same manner as other backup data.

Data on Backup Tapes

Before the data contained on backup tapes can be reviewed, it must first be restored to a drive.  The restoration of data includes:  configuring a server to run the appropriate operating system; installing the appropriate application software, backup software, and tape drive; scanning tapes to build a catalog or index for the backup session; and restoring the selected files from the backup tape.


If multiple backup sessions are restored and reviewed, there can be huge volumes of duplicative data.  Duplicate data is normally redacted prior to review.


Once restored to a drive, the data is in an “active” state and can be reviewed for text, sorted chronologically, and examined as with any active file.

Special Issues re Email Review

Email requires additional processing steps if multiple mailboxes are to be reviewed.  These steps include: restoring the appropriate post offices, resetting user passwords, opening user mailboxes, redacting duplicate messages, and filtering or exporting the email messages and attachments to text for searching with high speed text searching software.  

Redacting Privileged Data


Computer forensics experts can ensure that privileged or confidential information does not get inadvertently disclosed.  A neutral, or third party expert, generally takes on the task of assisting the parties with the location and redaction of privileged and/or confidential data.


Drives and tapes contain large volumes of data.  This data is rarely divided into privileged/non-privileged categories.  In the case of hard drives that contain archival and residual data, the chance for over-inclusion of non-responsive and privileged material is very high.


Computer forensics experts can help both parties reach a stipulation concerning the redaction of data, or the expert can follow the directions of the court.  In either event, the expert will use the appropriate tools (usually text-searching capability) to identify non-responsive or privileged data.  Once located, the responding party can review the selected files, and counsel can reach a determination of privilege.


The expert can assist counsel by preparing rudimentary privilege log indices, such as listing the source (file path), dates, and file names for redacted files.  In the case of electronic mail, more detailed privilege logs can be prepared, using fielded data, such as “date”, “to”, “from”, “cc”, and “subject line”.

Producing Data


The final stage in the expert’s process is the output of responsive data.  The expert can provide the attorney with electronic versions of data, usually “burned” to CDs.  Data on CDs cannot be modified, and provides an assurance of data 

integrity greater than that of data saved to hard drives or tape.  Electronic files can also be turned into “TIFF” images (the equivalent of an electronic photocopy), and the images may be placed onto CD, drives, or tape.  Finally, the parties may also request paper printouts of data files in lieu of or in addition to documents in an electronically stored format.


Generally, the objective of the parties is to gather data and review it for privilege prior to production.  Before starting this process, it is important for all parties to understand that questions of timing and cost will be predicated upon the data set to be reviewed and the method(s) used for review.


Attorneys need to understand that the volume of electronic data cannot be predicted in advance.  Like Russian dolls or icebergs, huge volumes of data may hide under the surface.  Information about the volume of data to be processed is usually only revealed after processing and restoration has begun.  A cursory examination and selection of data can hide significant facts.  For example, a backup tape may appear to contain only 100 files.  This may seem like a negligible amount of data to review until the 100 files are revealed to be “ghost” copies of hard drives – with each hard drive containing tens of thousands of files.


As the expert works with the attorneys, lines of communication must be constant and open at all times.  Each fact revealed during the restoration and review process will lead to decision requirements.  For example, if the data collection is double or triple the volume expected, the attorney will need to determine whether to push forward for a review of all data or decide to make selections based upon other criteria.  It is not uncommon for attorneys to decide to limit their review to relevant text, or a certain time frame, data location, or data type in the face of potentially large costs or looming court deadlines.


Determining the role of the computer forensics expert (“traditional expert” vs. “service provider” or vendor) is an important first step in any case.  A qualified computer forensics expert should be prepared to help educate and navigate attorneys through the entire examination and production process.  The expert should also keep the parties apprised during the entire review process and help guide them towards workable results.  Most computer-based discovery efforts require adequate equipment, technical skills, and project management expertise.  A focus on the “end game” or final objectives will help guide the attorney to the correct expert for the job.

Ten Steps to Successful Computer-Based Discovery

Joan E. Feldman, President

Computer Forensics Inc.™

Locating evidence on computers is an important part of today’s discovery process.  The reasons for pursuing computer-based evidence are compelling.  It is estimated 30 to 50 percent of data stored on computers such as email and database files are never reduced to printed form.  In addition, computer-based files often contain embedded information that can only be viewed in their electronic version.  True date and time information may only be available in the computer file.  Discovery without a review of computer files is incomplete.

Although many lawyers ask for electronic evidence, they may not have had experience collecting and analyzing the data they seek.  What follows is some practical advice on how to collect relevant data and assure it can be authenticated and admitted as evidence.

1.
Send a preservation of evidence letter.  It is critical to put all parties on notice as soon as possible, informing them that electronic evidence will be sought through discovery.  A letter should identify as specifically as possible the types of information to be preserved.  If necessary, obtain a protective order requiring all parties to preserve electronic evidence and set out specific protocols for doing so.

2.
Include definitions, instructions, and specific questions about electronic evidence in your written discovery. 

· Make clear that electronic documents, as well as paper, are being sought.  Define documents as data compilations, electronic mail, and electronically stored data.

· Use a series of interrogatories to get an overview of the target computer system.

· If necessary, include a request for inspection to examine the computer system firsthand and retrieve any relevant data.

3.
Take a 30(b)(6) deposition of staff from the information systems department.  This form of the “custodial” deposition may be the single best tool for discovering types of electronic information stored on your opponent’s computer systems.  Include questions about the specific hardware and software used and how data is used and stored.  Be sure to include questions about backup procedures.  Backup tapes can be an important source of historical information.

4.
Collect backup tapes.  Routine data backups, created to help companies recover from a disaster (system or natural disaster), are normally stored on high-capacity tapes.  Backups are often created daily and/or weekly.  It’s common for one backup set (such as data backed up on the last day of the month) to be pulled from rotation (i.e., not re-used or overwritten) and stored for one year.  Using this backup schedule, a company would have 12 monthly backups on hand for the year.  This is often enough data to provide a highly detailed picture of corporate activity.

5.
Collect diskettes, “Zip” drives, and other removable media.  It’s essential to collect and examine all media with files created by key witnesses.  Computer users often create “ad hoc backups” of files and email.  Such data sets can be kept indefinitely by users.

6.
Ask every witness about computer usage.  Each witness and his/her assistant(s) must be questioned about how they organize and store data on their computer.  Perhaps the most overlooked source of electronic evidence is the witness or assistant’s home computer.  Data can be transferred to and from the workplace via diskettes and portable media, or by logging onto the company network from home.  Palmtop devices, another source of evidence, can allow users to make notes and use email.  Notebook computers, often shared among a number of users, can also be a rich source of evidence.

7.  
Make image copies.  To capture residual data, you must make an “image copy” of the target drive.  An image copy duplicates the disk surface sector-by-sector as opposed to a file-by-file copy, a process that does not capture residual data.


Residual data can be recovered from hard drives and floppy disks.  Residual data includes, deleted files, fragments of deleted files, and other data that is still extant on the disk surface.  With computers, the term “deleted” does not mean destroyed.  When a file is deleted, the computer makes the space occupied by that file available for new data.  However, the bits and bytes of the file remain on the hard drive until they are overwritten by new data or “wiped” through the use of specialized software.  If neither has occurred, a “deleted” file may still be recovered from the disk surface.

8.
Write protect and virus check all media.  To maintain the integrity of electronic media you must write protect it before doing anything else.  This ensures the evidence you gather is not altered or erased.  All media should be checked with current virus software to keep evidence from being altered.  If a virus is detected, make a record of all information and notify the party producing the media.  Do not take steps to clean the original media or this could change the evidence produced.

9.
Preserve the chain of custody.  Electronic evidence can be easily altered.  Maintaining a clean chain of custody is critical.  At a minimum, be prepared to assure that:

· no information has been added or changed.

· a complete copy was made.

· a reliable copying process was used.

· all media was secured.

A reliable copy process has three characteristics:

· It must meet industry standards for quality and reliability; including image capture software and media.

· The copies must meet the independent verification standard.  In other words, their expert must be able to read and verify your expert’s copy.

· The copies created must be tamper-proof.

10.
Hire an expert.  An expert will help fine-tune your discovery and maximize the amount of relevant data you recover.  The expert can also provide resources for copying and examining data.  Restoring backup tapes and image copies often exceeds the technical talent and system resources of clients and lawyers.


Direct forensic examination of data, tape restoration, and copying or printing services can range from $150 to $375 per hour.

Experienced experts can help draft deposition outlines, sit in on depositions, help educate the court or discovery magistrates, and help parties prepare stipulations for protocol and cost sharing.  Rates for these services can range from $375 to $600 per hour.


The goal of computer-based discovery is to find useful information and collect it in a manner that assures it can be admitted into evidence.  While technology will undoubtedly continue to change, these basic techniques for collecting electronic evidence should continue to prove effective.

Where Litigation Support Ends 

and Electronic Discovery Begins

Deborah H. Juhnke, Vice President

Computer Forensics Inc.(

For at least as long as there have been lawyers there have been professions to support them.  Clerks, court reporters, secretaries, and investigators were among the earliest support staff.  In the 1980’s came the birth of the paralegal profession and a sub-group of information technologists who focused on the legal computing environment.  Finally, in the 1990’s, litigation support carved a niche of its own, combining selected skills of both the paralegal and IT provider.  


This cadre of support professionals responded to the need to manage increasingly large amounts of paper produced in litigation.  When presented with boxes or rooms full of paper, they implemented systems to organize, track, and produce documents.  Software was written and systems were put in place.  New technologies emerged, such as digital imaging and optical character recognition (OCR), which helped reduce the physical space needed to house document discovery collections and made searching them faster.  


The constant, however, during this evolution was paper—the written word embodied in a tangible form.  


Today, these tried-and-true processes fall short when faced with the unique requirements of electronic discovery.  When “delete” no longer means “delete,” when the fruits of discovery can as easily be a one-terabyte database, a chat room or a voice mail, the box no longer fits.  Simply adapting current litigation support technologies to accommodate new data does not address either the exponentially larger data collections, or the critical strategic and investigative components necessary to locate and then filter them.  


It is time for us to shift that paradigm, to re-think how we request, manage, and support discovery in litigation.  Litigation support is only half the answer —electronic discovery is the other.

Litigation Support Defined


Litigation support may be described as the management of litigation cases through technology, primarily the organization of paper based documents into a searchable database for review and production.  For purposes of this discussion, we include in our definition both in-house litigation support specialists and outside vendors of litigation support services.  Litigation support specialists tend not to be directly responsible for the physical collection of documents, but rather focus on managing those documents once they have been collected.


Following is a composite job description for today’s litigation support specialist:

· Software/system selection

· Training

· Database project design

· Scheduling

· Bates numbering

· Scan/code/OCR (for those with in-house systems)

· Vendor coordination (for those who outsource)

· Database loading and maintenance

· Transcript management

· Searching and discovery support

· Production

· Trial preparation

The skills and duties required of a litigation support specialist combine aspects of the paralegal and information technology professions.  Technical skills such as database development and scanning are blended together with paralegal skills such as discovery support and document production.  The result is a specialist whose primary focus is the application of technology (scanning, coding, OCR processing, databases) to the legal requirement of organizing, reviewing, and producing documents (including electronic data).  

 
It follows, then, that the current rush to convert electronic files to image (TIFF or PDF) finds a natural home in the litigation support field.  Originally developed to avoid the backwards process of first printing electronic data to paper then 

scanning and OCR processing it, conversion of all electronic documents to image has become a panacea for the management of electronic data in litigation.  So much so, in fact, that this very narrow task has taken on the mantle of “electronic discovery” itself—a misconception reinforced by litigation support service providers. 

Electronic Discovery Defined


Unlike litigation support, electronic discovery was in its infancy in the early 1990’s.  Only a handful of people actively participated in the identification, collection, and analysis of computer data in litigation.  Although they had skills in common with litigation support specialists, the emerging electronic discovery/computer discovery expert brought new sets of skills, experience, and technologies to the discovery arena.  What emerged was a profession that was an amalgam of legal and discovery skills, investigative experience, and specialized forensic tools and training.  


What, then, distinguishes a computer discovery expert from a litigation support specialist?  In general, computer discovery experts focus on the acquisition and technical manipulation of data in discovery, while litigation support specialists focus on the processing and delivery aspects.  The mutual and ideal goal is the delivery of just the right amount of information to the attorneys for use in litigation.   
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The computer discovery expert can help formulate discovery strategy, provide expert testimony and motion support, ensure a defensible chain-of-custody, locate evidence caches, and identify portions of data collections to load into litigation support databases.


Effective collection and review of computer-based evidence requires a degree of strategic involvement beyond the skills of the average litigation support specialist.  It is during this pre-discovery phase where decisions should be made regarding what type of data to look for, where to find it, and what to do with it once it’s found.  As a discipline, litigation support has historically been focused on the implementation side of discovery, i.e., cataloging the paper-based document collection and making it easier to search and review for purposes of production and trial preparation.  


Analytical and investigative experience plays a key role in today’s electronic discovery, as does the ability to represent an un-biased chain-of-custody.  Additionally, active participation by an electronic discovery expert in otherwise more mundane physical collections can have important benefits—including the ability to adjust strategies as needed and facilitate future review.  Although the fields of electronic discovery and litigation support share some common procedural tasks—such as gathering and organizing evidentiary information—computer discovery experts have the increased responsibility for advising, evaluating, recommending, and authenticating evidence collection.


Let’s take a look at the steps required for efficient and effective electronic discovery and the role of the litigation support specialist.

Running the Numbers


Electronic discovery generates dramatically larger volumes of documents than paper discovery.  Good planning is now an imperative to help cut the cost and time associated with review.  How much data are we talking about?  

1 MB = 50 pages

1 GB (about 1.5 CDs) = 25 boxes = 50,000 pages 

10 GB of data (a typical hard drive) = 250 boxes = 500,000 pages 


A paper-based litigation project might normally include 50,000 to 100,000 pages.  The exceptional case involves 1,000,000 pages or more.  It is easy to see from the numbers cited above that the addition of just two hard drives full of data can easily turn a typical case into an exceptional one—and that’s without considering other data sources such as servers, email, databases, and so on.

It can be difficult for attorneys to appreciate the impact of adding electronic data to the mix.  In the last 10 years, they have become accustomed to the fact that a CD will generally hold about 10,000 pages of document production images.  What they must now understand is that the same CD full of email files, word- processing documents, and spreadsheets could easily contain the equivalent of 35,000 pages of document images.  
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There are two maxims that define electronic data: 

· The amount of electronic data collected in a litigation matter will nearly always exceed the amount of paper collected.  

· Data types are more varied than one might first imagine.

Hence, the complete and accurate collection of this data is subject to new sets of rules.

Knowing where to look


In the paper based discovery days of yore, it was easier to see whether all the files had been screened.  Assuming everyone was playing by the rules, a tag on a file cabinet, a physical inventory, or a copy set was enough to verify compliance.  With electronic files, however, compliance with discovery requests is much less certain.  Does simply handing over the network copy of an Outlook .pst file represent a complete production of a person’s email?  Or, is discovering their .ost and archive files also important?


Because we can’t actually see the files, computer forensics skills must be brought to bear.  Litigation support specialists are generally not trained in the collection of electronic data.  Their mandate is to index and process collected data into a searchable form.  A computer discovery expert, on the other hand, can evaluate, investigate, and recommend, oftentimes finding hidden sources of evidence that would otherwise have gone unnoticed.

Knowing how to collect – spoliation issues


A copy is a copy is a copy when dealing with paper.  Granted, copies may be made on green paper or red paper or legal, A4, or letter size, but at the end of the day you still have a copy.  The original is not altered, nor its metadata changed, and 

it may be copied again if necessary.  Even if it is changed by some means such as masking, evidence of that change is usually visible.  The same is not true for electronic data.


In order to remain intact, electronic evidence must be carefully gathered and protected at every step.  Inadvertently altering electronic evidence is an act from which there is no recovery.  Almost as bad, however, is failing to collect all the evidence.  Once the chance is lost, it is usually lost forever.  Take, for example, the case of this computer retrieved from a dishonest employee, who is now the defendant in a lawsuit.

The law firm employee who took custody of the computer was asked to look for evidence of the defendant employee’s misdeeds.  They dutifully booted the computer into Windows and commenced looking at files through Explorer, launching unknown programs to see what they would do, and opening word processing and email files to see what they contained.  When they found items of interest, they printed them, but it seemed there should have been more.  They tried installing Norton Unerase to see if they could locate and retrieve deleted files, but found only a few additional files.    


By this time, much of the evidentiary value of the computer data was compromised.  Potentially useful evidence in the unallocated space on the hard drive had been overwritten by booting the computer and by installing new software, and the metadata associated with the files that were accessed was now changed to reflect the current date and time.  


This scenario plays out every day and is not too far from one of the facts in Gates Rubber v. Bando Chemical, 167 F.R.D. 90; 1996 U.S Dist. LEXIS 12423.  In this case, a well-meaning technician inadvertently damaged evidence and compromised the chain-of-custody.  Specifically, the court entered a site inspection order directing that no records be destroyed and permitting expedited discovery on computerized files.  The court later criticized a party’s expert
 for not making an image copy of a drive at issue, concluding that when collecting evidence for judicial purposes a party has "a duty to utilize the method which would yield the most complete and accurate results." 


Handling computer evidence correctly is where litigation support ends and electronic discovery begins.  

Forensic drive imaging


Sound evidence starts with a sound image.  Evidentiary images differ from images created by commercially available software such as Ghost and Drive Image.  IT departments often use these products to facilitate mass data loads onto multiple PC’s.  The computer discovery expert uses specialized software, developed for law enforcement and designed specifically to meet the highest level of evidentiary standards.  These standards include:

· Image integrity is enforced by means of CRC’s (cyclical redundancy checksums) distributed throughout the backup process. 

· The source drive is write-protected to ensure no changes are made to original evidence.

· Unallocated space, slack space, and hidden partitions are captured.

· The forensic image is compressed and encrypted, so it cannot be harmed or changed.

· A computed MD5 Hash value verifies image integrity.

The importance of procedure


Even the best software, however, is useless in inexperienced and untrained hands.  Sophisticated and detailed knowledge of computer hardware and software, the DOS operating system and an investigative background are all critical components of forensic imaging.  Data can be permanently destroyed by an error as simple as misaligning a drive connection.  

Collecting other data types and sources


There are a host of other data types and sources, and the specifics regarding their collection are outside the scope of this article.  However, it is important at least to note that there are places other than hard drives or tapes where important and relevant data may be found.  Each data type has unique and sometimes difficult methods of collection.  One of the best examples is the PDA (personal digital assistant), which runs under a completely different operating system than a PC.  Windows CE or Palm OS have internal structures that are totally unlike PC-based systems.  Data can be easily and permanently lost because it is held in volatile memory, not stored on physical media.

Electronic Data Filtering


Why filter electronic discovery data?  

Reason #1
Not all data is relevant to your case.

Reason #2
Tremendous amounts of time and money may be saved.


Litigation support specialists, particularly service providers, are quick to process fully any amount of data, without regard to its potential relevance.  The goal is, as it has been with paper, to make whatever comes in the door organized and searchable.  The problem with this approach is that one cannot tell by simply looking at media such as disks, CD’s, or tapes, whether it is relevant or how much data it might contain.  The answer should not be to process it all and see what comes out, but rather to use a combination of technology and investigation to filter the data first.


The filtering process for electronic data is relatively easy, because data is already searchable.  By asking the right questions in depositions and interrogatories, and by using the various search techniques at our disposal, we can quickly winnow an insurmountable amount of data to a manageable collection.  

The Case of the 24 Tapes


Plaintiff’s counsel receives 24 backup tapes in discovery.  Each tape represents two years of month-end backups from the defendant company.  Each tape contains roughly ten gigabytes of files.  In addition, plaintiff’s counsel receives email messages and hard drives from the ten key witnesses in the case.  How much data do they have?

Volume of Data

24 backup tapes @ 10 GB each = 12,000,000 pages
2 years of email for 10 people @ 25 messages/day
 = 120,000 messages 

120,000 messages @ 2 pages each = 240,000 pages
25% of messages have attachments @ 5 pages each = 150,000 pages
10 hard drives @ 6 GB each containing 40% active files = 24 GB x 50,000 pages = 1,200,000 pages
TOTAL 13.5 M pages


These estimates are fairly conservative and are based on popular media in use in the late 1990’s (the relevant time period for much of today’s litigation).  Two issues present themselves: First the cost to format this amount of data into a review system, and second, the cost of the review itself. 

Option A or Option B?


Assume that this data is forwarded directly for “litigation support processing,” meaning conversion to TIFF or PDF image with extraction of metadata and text for loading into a review system.  We’ll call this Option A.  The price for these services tends to range from a low of about $.12 to a high of over $.25 per page.  Using the average of these figures, we calculate the cost of processing to be just under $2,500,000.  At a high-end estimate of 10 pages per document, we have generated 1,350,000 documents for review.  


On-line review for privilege, relevance, and trade secret is done using contract attorneys at the rate of $100 per hour.  At the review rate of 15 documents per hour, 90,000 hours are expended, totaling $9,000,000.  So far, our total budget: $11,500,000.  


Now for Option B.  Before the data is sent for processing, the plaintiff’s attorney consults with an electronic discovery expert to develop a triage plan and filtering protocols.  Once complete, the numbers look something like this:


Six tapes are selected and 75% of their content is filtered through de-duplication and MD5 Hash exclusion, resulting in 750,000 pages which are further filtered through keyword inclusion to extract the potentially relevant set of 112,500 pages, or roughly 11,250 documents.  The contents of the hard drives are filtered by keyword and MD5 Hash, eliminating 80% of the files from consideration.  This yields 240,000 pages or 24,000 documents.  


The estimated cost to process these documents for loading into the image-based litigation support system has now dropped dramatically to $65,200.  The added cost for consultation and filtering is de minimus when compared to the cost for processing the entire collection.  At the rates quoted above, review would only cost around $235,000.  The budget: $300,200, less than 3% of Option A.

The approach favored by Option A is not driven by litigation support methodology alone.  Attorneys often fear the use of text searching technology over human review.  The unspoken reality is, however, that human review is subject to error—perhaps even more so than putting sophisticated tools in experienced hands.  Many of us have seen a triple tier, human review that resulted in over- or under-inclusion, the production of privileged documents, or worse.

Electronic Data Review


Remember war rooms full of dozens of contract attorneys reviewing hundreds of boxes of documents?  The electronic equivalent today is the on-line TIFF or PDF image review of documents.  On-line review is a wonderful thing—as far as it goes.  However, you can’t review what you don’t have or what you can’t see.

A case study


The defendant in this case was suspected of making inappropriate message board postings that in turn had a negative affect on a company stock.  The victim company filed suit against the defendant with the belief that he had used his company computer to make the postings.


The plaintiff relied on the defendant’s IT department to create an “evidentiary image” of the suspect computer’s hard drive, with specific instruction that ALL data on the drive was to be collected.  When CDs representing the contents arrived for forensic analysis, it was found that only active files and folders had been captured—not deleted files, nor the contents of unallocated space.  No relevant data was found on the CDs.  Only when the entire hard drive was obtained for forensic imaging and review was the evidence found and delivered to the client.


Had the review stopped with the CDs, the case would have been over.  Perhaps equally important, review of the data on the CDs could have been avoided had the plaintiff initially discussed their suspicions with their computer discovery expert (that the defendant had deleted data) and facilitated a review of the unallocated space on the computer drive.  Remember this case—a true story—the next time you receive production CDs.


Unfortunately, the nature of electronic data makes it both more difficult to review than paper (where you could manually browse file folders and documents, making indices as you go), and easier, since it can be searched.  The downside to this is that there is a reluctance to search electronically for fear of missing something.  The fact is, however, that we will eventually need to incorporate this into our thinking in future cases.  Not all data will be available for extraction or printing to image, and the sheer volume of the remainder will prohibit both the browse approach and the print to image/review approach.  

Using Electronic Evidence in Court


The end game of electronic discovery is, of course evidentiary hearings and trial.  This is where the rubber meets the road, so to speak.  The weight of the testimony 

will be judged by the credentials and presentation of the testifying expert, as well as the facts.  This is when it becomes most apparent, sometimes too late, that the procedures used to gather, analyze, and authenticate electronic data may be flawed either in design or in their execution.  There is no hope of authenticating electronic data that was mismanaged.  If pertinent electronic data is simply missed during the collection phase, it is likely gone forever.  If it is overwritten, it is surely gone.


By one study
 The Daubert decision
 in 1993 has resulted in judges scrutinizing the reliability and relevance of expert evidence and the qualifications of expert witnesses with greater care and rigor.  This standard takes on an added importance when attempting to admit electronic data into evidence.  
The Temptations


As we have learned from the preceding discussion, too often we fail to account for the uniqueness of electronic discovery.  Taking a litigation support approach to electronic discovery can lead us to:

· Succumb to the white noise of email (potentially missing other critical evidence).

· Just take a “quick look” at the suspect computer to see what you can find (potentially destroying the very evidence you seek). 

· Convert all electronic data to TIFF prior to filtering and review (spending significantly more money and time than necessary).

· Overlook potentially important sources of relevant data (by not planning the electronic sweep carefully and not considering alternative sources).

Don’t let this happen to your case.   

A Word about Information Technology’s Role


Information technology professionals face the daily challenge of keeping law firm systems running smoothly.  Meeting this challenge can mean 18-hour days, interrupted weekends, and premature balding.  It means keeping abreast of the latest software bugs, fixes, and upgrades; identifying, testing, and rolling out entire 

suites of production and practice support tools; training and supporting help desks; keeping hardware running, storage adequate, and networks optimized; integrating telecommunications systems; and, of course, dealing with the latest wave of security and firewall issues.  


In recent years, IT staffs have also been asked to involve themselves in the installation and support of complex litigation support systems.  We’ve come a long way from the simple standalone copy of Inmagic
.  Litigation support now demands LAN/WAN or Internet access, massive storage to hold images and sophisticated searching and reporting tools.  Integration with calendars and other practice support tools is common.  Keeping these systems running has significantly expanded the IT professional’s job in just the last 5 years, often with no increase in personnel.  


So now we come to electronic discovery.  The natural response to an electronic discovery need is to turn to the internal IT staff—computers are computers, right?  Although IT staffers have some of the basic skills necessary to perform electronic discovery tasks, like litigation support specialists, they do not typically also have the focus, resources, and experience to support electronic discovery.  Additionally, few are prepared to become witnesses in your case (see Daubert, above).

Conclusion


Evidence of the unsettled nature of litigation support and its relationship to electronic discovery may be seen in wildly divergent pricing and service models.  Many who claim electronic discovery experience are using the term to mean simply data conversion to TIFF or PDF.  There is no consensus even then, as some litigation support cum electronic discovery providers embellish their slate of services with ASP services or other, related offerings.


If you have a hammer, everything starts to look like a nail.  Unfortunately, the net result of treating electronic discovery with the litigation support equivalent of a hammer is at best inflated costs and at worst, lost data.  Instead, we should think 

about expanding the model that has served us well for the last thirty years to acknowledge the very real differences this new electronic age of litigation has brought upon us.
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Resources & Further Reading

Books
Essentials of Electronic Discovery: Finding and Using Cyber Evidence


Joan E. Feldman, Computer Forensics Inc.™



Publisher:  Glasser LegalWorks



1-973-890-0008


An Attorney’s Guide to Protecting, Discovering and Producing


Electronic Information


Michael J. Patrick, Fenwick & West



Publisher: LRP Publications



1-800-341-7874
General

Computer Forensics Inc.(

http://www.forensics.com

Electronic Evidence & Records Retention Page


http://www.willyancey.com/electronic_evidence.htm

The Internet and Computers

http://mel.lib.mi.us/internet/INET-legal-cyberlaw.html

Links to Articles


http://www.kenwithers.com/articles

How Much Information is Generated Today


http://www.sims.berkeley.edu/research/projects/how-much-info/index.html

California Electronic Discovery


http://www.californiadiscovery.findlaw.com/index.htm
Metadata

Microsoft Support Article Q223790


http://support.microsoft.com/support/kb/articles/Q223/7/90.ASP

Confidentiality and Metadata in Documents


http://www.addbalance.com/usersguide/metadata.htm
Ethics

“A Question of Ethics,” by Clinton Wilder and Joan Soat


Information Week, February 19, 2001



http://www.informationweek.com/825/ethics.htm
Security

“In-House Cyber Security.  Corporate Counsel Must Plan Ahead to Minimize Risks of Data Security Breaches,” by Marc J. Zwillinger, Kirkland & Ellis



Legal Times, February 21, 2001

Federal Rules of Civil Procedure
Rule 26(b)



Scope of disclosure

Rule 30(b)(6)



Custodian of records deposition

Rule 34(a)



Defines discoverable documents

Rule 45(a)(1)(C)
Subpoena for tangible things (e.g., laptops)

Electronic Media Collection Checklist

Data Files*

· office desktop computer/workstation

· notebook computer

· home computer

· computer of personal assistants/secretary/staff

· palmtop devices 

· network file servers/mainframes/minicomputers

*To assure that all data, including residual data, is captured an image copy is recommended when copying data from local computer hard drives.

Backup Media  

· system-wide backups (monthly/weekly/incremental)

· disaster recovery backups (stored offsite)

· selective backups

· personal or “ad hoc” backups (look for diskettes, tapes, etc.)

Miscellaneous

· tape archives

· replaced/removed drives 

· floppy diskettes and other portable media (e.g. CDs, Zip cartridges)

Sample Language for 30(b)6 Deposition 

of Custodian of Electronic Records

(Redacted from full version)

System Profile

1. Describe the types of computer system(s) used by your company in the course of business.

2.
Describe/identify the type of software used on your computer system(s).
3.
Identify the person(s) responsible for the ongoing operation, maintenance, expansion, backup, and upkeep of the computer system.
4. Does the staff [or inquire after key witnesses] have home computers used for business purposes?
(If yes, repeat questions 1-2).

5.
Are passwords or encrypted files used on any of the computer systems?  If yes:


5.1  Describe how files are protected.


5.2   Who could provide access codes if required?

6. Have you modified your use of computers to comply with recent discovery requests?

Backup and Retention

7.
List all computer systems in the organization that are backed up.

7.1 Describe the backup program(s) used.  (Ex:  ARCserve, StorageExpress, Maynard, Tecmar, etc.)

7.2  Give details of your backup procedures.

8. Have you modified your backup procedures to comply with recent discovery requests?

9.
Are files ever deleted from the computer system(s)?

10.
Are archival backups ever created?  If yes:

10.1 What files have been archived?

10.2 Where are the archival backups maintained?

11. Describe any disaster recovery plans in place now and for the relevant time period.

Maintenance and Access

12.
Are utility programs used on computer(s) in the office?  (Ex:  Norton Utilities, MacTools, network maintenance programs)  If yes:

12.1 Which program(s)?

12.2 Has the program been used to permanently “wipe” files?  (When?)

12.3  Has the program been used to de-fragment, optimize, or compress drives?



(When?)

13.
How do those outside of the company access the computers?
14.
How are office computers secured?
15.
Has any computer hardware been upgraded in the past 12 months?
16. Has any computer software been upgraded or replaced on office computers in the past 12 months?
Chain of Custody/Authentication

17.
Are individual directories purged when an employee leaves the company?

18.
Are passwords and access codes revoked when an employee leaves the company?

19.
Are workstations reassigned to incoming employees?  If yes:

19.1 Are hard drives wiped or re-formatted for the new user?

19.2  Are hard drives backed up before the new user takes system?

20.
Describe how used or replaced equipment is disposed of or sold.
21.
Describe how used disks or drives are treated before destruction or sale.  (Degaussed?  Shredded?)

22.
Have you used outside contractors to upgrade either hardware or software?

(If so, please identify.)

23.
Are changes or modifications made to software recorded?  (Electronically?  Are hard copy logs kept?)

Cost Alert !!
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	� N.B., the court referred to this expert as a “technician” and stated that he did not have credentials equivalent to the opposing party’s expert.  We can probably make the assumption that he was trained in information technology, but not computer forensics.


	� We have actually assumed 50 messages per day of which half were routinely deleted.


� Changes in the Standards for Admitting Expert Evidence in Federal Civil Cases Since the Daubert Decision, Rand Institute for Civil Justice, 2001


� Daubert vs. Merrell Dow Pharmaceuticals, 509 U.S. 579, 1993


	� Now DB/Textworks, from Inmagic of Woburn, MA
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